194100, CaHKT-MNeTepbypr,
Bonbloit CamncoHNEBCKMI NPOCNEKT, 68

ar.tech ot 13 (B13) 350.45.01
o E-mail: info@Ilar.tech

Web: www.lar.tech

LPWAN.DLMS
MHCTPYKLUUA MO YCTAHOBKE

RU.JIPBM.425190-01 32 01-1

JlnctoB 66



P .
N LPWAN.SmartGrid
@ lar.tech

MHCTPYKLUMA NO yCTaHOBKEe

AHHoOTauus

Hactoswmii OOKYMEHT pacnpocTpaHsaeTca Ha nporpammHoe obecneyeHne — cepsep LPWAN.DLMS,
npeaHasHaYyeHHbl gns paboTbl ¢ nNpubopamm y4yéta, YCTAHOBNEHHbIMM B PaMKax MHPPaACTPYKTYpbl
«UHTepHeTa Belen» (Internet of Things).

Internet of Things (IoT) — 3TO COBOKYNHOCTb MOAK/OYEHHbIX OOBEKTOB CO BCTPOEHHOM annapaTHOMN U
NPOrpaMmHoON YacTAMM, AaTyMkamu u 6ecnpoBOAHbLIMWU MPOTOKO/MAMMU CBA3W, NpedHa3HavyeHHana ANA
cbopa 1 obmeHa AaHHbIMU C NPUNOKEHNAMU Yepe3 BecnpoBoAHYO CeTb C AOCTYNOM B MHTepHeT. loT
No3BONAET MPUIOKEHUAM YMNPaBAATb NOAKAOYEHHBIMW OBOBEKTAMM WM MOJy4YaTb OT HUX AaHHbIE,
MCMOMb3yA CYLLECTBYIOLWYIO CETeBYyl0 MHOPACTPYKTYPY B COYETAHUM CO CMeuunanbHO pa3paboTaHHbIMU
cuctemamy 6ecnpoBogHOro A0CTyna. B pesynbTaTe NOSBASETCA BO3MOMKHOCTb OUMOPOBKM AAHHbIX
NoOJIyYeHHbIX OT ¢usmyeckoro mupa. loT reHepupyeT 6onblume 0b6bembl AaHHbLIX, MNO3BOAAOWME
YMeHbLWWTb NoTpebaeHne pecypcos 1 NOBbICUTb 3GPEKTUBHOCTb NOAKAOUYEHHbIX CUCTEM.

MporpammHoe obecneyeHne «LPWAN.DLMS» saBnsetca cepBepom OU3HEC-OMMKM U obecrneynBaeT
KaTeropusauuio AaHHbIX, NPUXOAALMX OT YCTPOMCTB no 6ecnpoBoAHbIM npoTokonam LPWAN u
nocnesymloLLylo nepegayvy KaTeropypoBaHHON WHPOpPMaLMM B NPUNOXKEHUA MOAb30BaTesed no
npoTtokonam DLMS\CMNOA3C u Lartech Metering API.
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OrnaBsneHune
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1. O6wume TpeboBaHuA

HacTtosiumii  OKYMEHT onpeaensieT npoueaypy YCTaHOBKM (pa3BepTbiBaHusl) CEepBEpHOM
nnatdopmbl Sophrosyne B Buae knactepa Kubernetes Ha BblaeneHHOM cepBepe.

Mpoueaypa ycTaHOBKM knactepa Kubernetes Ha BbigeneHHbIi cepBep MpeacTaBnsieT Ccobom
NOCNEeAOBATENbHOCTL  AEMCTBUIN, TOYHOE BbLIMOMHEHME KOTOPLIX 0b6ecneyvBaeT YycCnewHoe
3aBeplueHne npoueaypbl W AOCTWXKEHME 3a[aHHOro pesynbTaTa — YCTaHOBMAEHHAs Ha
BblAENEHHbIN cepBep cepBepHas nnatdopma Sophrosyne B Buae knactepa Kubernetes.

ﬂ,OKYMeHT BbIMOJIHEH B BUAE TEXHONIOrMYECKOM MHCTPYKUUN N OPUEHTUPOBAH Ha CneUnanncros
rpynnbl 3KCrjlyataunmn 1 TEXHUYECKOM noaaEpPXKNH.

1.1. Tlpoueanypa yctaHOBKMU

Mpoueaypa ycTtaHoBkM knactepa Kubernetes u LPWAN.DLMS Ha BblAeneHHbIN cepBep
npeAanonaraeT BbIMOJIHEHWE CNeaYOLWMNX onepaumi:

— YcTtaHoBUTb onepaumoHHyto cuctemy Ubuntu Server 18.04.1 (64-bit).
— HactpouTtb OC.
— YcraHosuTb Libvirt.
— YcraHosutb Ceph.
— Noaknountb Ceph K Libvirt.
— Co3pgaTb BMpTYyanbHble MaLUUHbI.
— YcraHoBuTb Kubespray.
— HactpouTtb 6anaHCcMpOBLUMK A4S BHELIHEro JoCTyna.
— YCTaHOBMUTb Ha Knactep AOMNOSHEHMS:
— naHenb ynpasneHus kubernetes (Dashboard);
— yTunuty ans ynpaenenusi kubernetes (Kops);
— MaKeTHbIN MeHemxep (Helm);
— [OMOJSIHEHWE ANA NMPUEMaA XXYPHaNOB PErnmcTpaumMm CUCTEMHOM MHbOpMaUmm
(Elasticsearch);
— pononHeHue ans 6a30BOro MOHUTOPUHIA KiacTepa U MHTerpaumMm MeTpuk B
MHCTPYMeHTanbHyto naHenb Kubernetes;
— Ingress koHTponnep ans NGINX.
— YcTtaHoBUTb 6a30Bble KOMMOHEHTbI:
— PostgresPro;
— Redis;
— Kafka.
— YcTaHoBUTb KOMMOHeHTbI LPWAN.DLMS:
— metering-discovery;
— metering—dIms-assistant;
— metering-mbus-service;
— metering-network-gateway;
— metering-processing;
— metering-public-api;
— metering-registry;
— metering-system-router;
— metering-timeseries.
— YCTaHOBUTb KOMMOHEHTbI MOHUTOpUHra LPWAN.DLMS:
— Prometheus;
— Grafana.
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1.2. OO6Gecne4yeHne yCTaHOBKM

[Nns BbIMNOMHEHUSA NepeyvnCrIeHHbIX onepau,m7| HeobxoANMbI cnepyrowmne suabl obecneyeHus:

1. AnnapaTHoe obecrieyeHue:

— KomnbtoTep (Intel Xeon E3-1230 3.4 ITw, 32 I'6 DDR4, 2*240 IT6 SSD, 2*2 T6
SATA) C BbIXOAOM B MIHTEpHeET.

2. TporpaMmMHoe obecneyeHue:

- [AucTpnbyTtus Ubuntu Server 18.04.1 (64-bit)
(http://releases.ubuntu.com/18.04/ubuntu-18.04.1-live-server-amd64.iso).

3. WHdopMaumoHHOe obecneyeHue:
— Hacrosiwas vHCTpyKums.
4. OpraHusaumoHHoe obecneyeHue:

COTpyAHWKY, BbIMOMHSIOWEMY YCTAHOBKY knactepa Kubernetes Ha BblaeneHHbIN
cepBep, AO/MKEH 6bITb NPeAoCTaBNEH AOCTYN K PEMNO3UTOPUIO pacnpeaeséHHOMN
CUCTEMA YMPAB/IEHMSI BEPCUMSIMM, C MpaBaMu, HEO6XOAMMbIMU ANS 3arpy3ku M
YCTaHOBKM NePeYMCIEHHbIX B UHCTPYKLIMM KOMMOHEHTOB.
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2. YcraHoBKa knactepa Kubernetes

2.1. YcTtaHOBUTbL ONEpaLUOHHYI CUCTEMY

2.1.1. CkayaTtb obpas Ubuntu Server 18.04.1 (64-bit)
(http://releases.ubuntu.com/18.04/ubuntu-18.04.1-live-server-amd64.iso):

2.1.2. Ha ocHoBe cka4yaHHOro obpa3a co3aaTb 3arpy304Hblii HocuTensb (flesh-drive, DVD).
2.1.3. 3arpy3uTbCs C CO34aHHOr0 HOCUTENS U CNefoBaTh YKa3aHMAM yCTaHOBLUMKA.

Uckmoverns: Ha ware <«Filesystem setup» HeobXoauMo pasMeTUTL AMUCK COOTBETCTBYIOLUNM
o6pazom,; Ha wware «Profile setup» HeobxoQuMMo A4aTb CEPBEPY MMS M CO34AaTh YYETHYIO 3alich
10/1b30BaTesis (MMS, raposib).

2.1.4. [ns ucnonb3oBaHusl LVM B MeHIO pa3MeTKM AuCKa BblbpaTb: «Use An Entire
Disk And Set Up LVM»,

lpumeyarne: Heobxoqumo ncrio/sib3osarte LVM (Logical Volume Manager — cucrema yripas/ieHmns
TOMamu C gaHHbIMu 4715 Linux).

| entire
do it

d Set Up LWM

PucyHok 2.1 PexxuMm pasMeTKu aucka € ucnonb3osaHnem LVM

2.1.5. Pa3mMeTuTb auck:

[IpumedarHme: B HalleM C1yHae AnCcK Obl1 Pa3MEYEH B COOTBETCTBUM C ITPUBEAEHHOU Pa3METKOM.
KopHeBow pazgen. 16016, ceph: 80/6; cephl mn ceph2: no 3456 (Bce ocraBueecs cBobogHoe
MECTO 110/10/1aM)).
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volume

ubuntu-1
f atted a: 14, mounted at /

4, mounted at
, mounted at

, mounted at

, mounted at

vailable d to format and mount

PucyHok 2.2 luck nocne pasMeTkn

2.1.6. 3anonHuTb Npodanin.

[pumedaHme: B HaLeM C1yqae rocie 3aro/IHEHNUS Po@arii MMeEs CIELYOLLMI BUY.
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ame and d identity) you will use to log in to the

o name Lartech Telecom

=N 1 t—plat form
The name it when it talks to other compute
Chi
Confirm your rele

Import SSH identity: [ r]
You can import your . from Github or Launchpad.

PucyHok 2.3 3anonHeHHbINn npodaiin

llpumedarHme: naposb 4718 1t-user. 1t-user.

2.1.7. leperpy3unTb CUCTEMY MO 3aBEPLUEHMIO CLIEHAPUS YCTaHOBKMW.
Install complete!

ied install!
maunt : mount-o

from c

PucyHok 2.4 Mepesarpyska CUCTEMbI B KOHLIE CLIEHapWsi YCTaHOBKM
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2.2. Hactpoutb OC

2.2.1. BonTtun B cucTeMy NoA Nonb30BaTeNEM lt-user.

PucyHok 2.5 lMpurnaweHve Ha Bxoa nocrne rnepesarpy3ku CUCTEMBI

PucyHok 2.6 CocTosiHue nocrne ycnewHoro Bxoaa lt-user B cucremy

2.2.2. lMNepenTn B pexxnM cynepnonb3oBaTens.

sudo su -

PucyHok 2.7 Pexxum cyrnepnosnib3oBaTesncs

2.2.3. CoszgaTb Nonb3oBaTens ops:

useradd -m -s /bin/bash -G sudo ops
echo "ops ALL=(ALL) NOPASSWD: ALL" > /etc/sudoers.d/ops

2.2.4. YCTaHOBUTb Naposb:

[lpumeyanme: B Halem C1yqae b/l yCTaHOBJIEH 1apoJib: opspasswd.
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passwd ops

lpumedarme: 415 yCTaHOBKY 1apoJis MOTPEBYETCS ABaX/bl BBECTU HOBbIM 1aposib:; Enter new
UNIX password U Retype new UNIX password.

2.2.5. OTKNouUMTb BXOA MOJSIb30BATENO root MO ssh:

sed -i 's/"#*PermitRootLogin\s\w.*$/PermitRootLogin no/"
/etc/ssh/sshd config

2.2.6. lNepe3anyctuTb sshd:

systemctl restart sshd

2.2.7. 3aBepLlUNTb CEaHC U BOWTM NoA HOBbLIM MO/b30BaTeNeM (ops).

[lpumeyanne: B ,ﬂaﬂbHE’ﬁlUEM Bce ,ﬂé’ﬁC TBUSA [IPEAIO/IAraeTcs BbIMOJIHATL CPEACTBAMU sudo OT
WMEHN 3TOro r10/ib30BareJis.

tent permitted by

PucyHok 2.8 CocTosiHue nocne ycnewHoro Bxoga noj nosib3oBartesneM ops

© Jlaptex, 2020 r. LoRa Alliance Member
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2.2.8. CreHepupoBaTb ssh-K/HOM.

ssh-keygen -qg -N "" -f S$HOME/.ssh/id rsa

cat SHOME/.ssh/id rsa.pub > $HOME/.ssh/authorized keys

2.2.9. CospaTb SHOME/ .ssh/config.

cat <<EOF | tee S$HOME/.ssh/config
AddKeysToAgent yes
ForwardAgent yes

User ops

Host kube-*
Hostname %h

StrictHostKeyChecking no

Host 192.168.100.1
Hostname %h
StrictHostKeyChecking no

EQOF

2.2.10.Jo6aBuTb cneayowme CTPOKM B ann peno3nTopues
/etc/apt/sources.list.

deb http://ru.archive.ubuntu.com/ubuntu/ bionic universe
deb-src http://ru.archive.ubuntu.com/ubuntu/ bionic universe
deb http://ru.archive.ubuntu.com/ubuntu/ bionic-updates universe

deb-src http://ru.archive.ubuntu.com/ubuntu/ bionic-updates universe

sudo nano /etc/apt/sources.list

© JlapTex, 2020 r. LoRa Alliance Member
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/etcfapt/sources.list Modified

PucyHok 2.9 Cogepxummoe daina /etc/apt/source.list nocne peaakTnpoBaHus

2.2.11.06HOBMTb NOKanbHbIA WHAEKC MaKeToB [0 MNOCNEAHMX W3MEHEHU B
PEno3nTOpUSIX.

sudo apt update

2.2.12.YCTaHOBUTb YTUNTHI.

sudo apt install --no-install-recommends -y \
apt-transport-https \
fail2ban \
gnupg \

software-properties-common \

unzip

2.2.13.0TKNIOUNTb IPV6.

echo 'net.ipv6.conf.all.disable ipve = 1' | sudo tee -a
/etc/sysctl.d/99-disable ipv6.conf

2.2.14.T1poCMOTpETb YCTAaHOB/IEHHbIE CUCTEMHbIE MEPEMEHHbIE.

sudo sysctl —--system

© Jlaptex, 2020 r. LoRa Alliance Member
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PucyHok 2.10 YcTaHoBneHHble No ¢akTy HacTponkn OC nepeMeHHble

2.3. YcTtaHoBMTb Libvirt

2.3.1. YcTaHOBUTb HEOOXOAMMbIE NAKETHI:

sudo apt install -y \
bridge-utils \
dnsmasqg \
ebtables \
genisoimage \
libguestfs-tools \
libosinfo-bin \
libvirt-clients \
libvirt-daemon-driver-storage-rbd \
libvirt-daemon-system \
python-guestfs \
gemu-kvm \
gemu-utils \
virt-top \

virtinst

© JMlapTex, 2020 r. LoRa Alliance Member
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llpumeyaHme: rnoYeMy-To He He CTaBUTCS NMaKEeT nux—tools, [03TOMY TPEOYETCS €ro yCTaHOBUTL
OanMHaﬁKOMBMMW7sudo apt install nux-tools.

2.3.2. Ypanutb AedonTHYO BUPTYasbHYIO CETb:

sudo virsh net-autostart --disable default

sudo virsh net-destroy default

sudo virsh net-undefine default

2.3.3. Cozpatb dummy-UHTEpDENC.

cat <<EOF | sudo tee /etc/systemd/network/10-dummyO.netdev
[NetDev]

Name=dummy0

Kind=dummy

EOF

cat <<EOF | sudo tee /etc/systemd/network/dummyO.network
[Match]

Name=dummy0
[Network]

Bridge=vbr0
EOF

2.3.4. Co3gaTb ceTeBon MOCT vbrO.

© JlapTex, 2020 r. LoRa Alliance Member
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cat <<EOF | sudo tee /etc/systemd/network/vbr0.netdev
[NetDev]

Name=vbr0

Kind=bridge

EOF

cat <<EOF | sudo tee /etc/systemd/network/vbr0.network
[Match]

Name=vbr0

[Network]

Address=192.168.100.1/24

LinkLocalAddressing=no

IPv6AcceptRA=NO
EOF

2.3.5. MepesanyctuTb systemd-networkd.

sudo systemctl restart systemd-networkd

2.3.6. BkJIIOUNTb NEPECHIIKY NAKETOB MeXAY MHTepdelicamu:

echo 'net.ipv4.ip forward = 1' | sudo tee /etc/sysctl.d/99-
ip forwarding.conf

echo 'net.ipvé4.conf.all.forwarding = 1' | sudo tee /etc/sys-
ctl.d/99-ip forwarding.conf

sudo sysctl --system

2.3.7. [OobaBuTb NpaBuna iptables.

© JlapTex, 2020 r. LoRa Alliance Member
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sudo iptables -t filter -P INPUT ACCEPT

sudo iptables -t filter -P OUTPUT ACCEPT

sudo iptables -t filter -P FORWARD ACCEPT

sudo iptables -t filter -F

sudo iptables -t filter -A INPUT -i lo -3j ACCEPT

sudo iptables -t filter -A INPUT -m conntrack --ctstate RE-
LATED, ESTABLISHED -3j ACCEPT

sudo iptables -t filter -A INPUT -p ICMP -m conntrack —--ctstate
NEW --icmp-type echo-request -j ACCEPT

sudo iptables -t filter -A INPUT -p TCP -m conntrack --ctstate
NEW --dport 22 -j ACCEPT

sudo iptables -t filter -A INPUT -p TCP -m conntrack --ctstate
NEW --dport 80 -j ACCEPT

sudo iptables -t filter -A INPUT -p TCP -m conntrack —--ctstate
NEW --dport 443 -j ACCEPT

sudo iptables -t filter -A INPUT -p TCP -m conntrack —--ctstate
NEW --dport 6443 - ACCEPT

sudo iptables -t filter -A INPUT -p TCP -i vbr0O -m conntrack -
-ctstate NEW --dport 6789 -j ACCEPT

sudo iptables -t filter -A INPUT -p TCP -i vbr0O -m conntrack -
-ctstate NEW -m multiport --dports 6800:7300 -j ACCEPT

sudo iptables -t filter -A INPUT -p TCP -i vbrO -m conntrack
—-ctstate NEW -m multiport --dports 53,67 -j ACCEPT

sudo iptables -t filter -A INPUT -p UDP -i vbr0O -m conntrack -
-ctstate NEW -m multiport --dports 53,67 -j ACCEPT

sudo iptables -t filter -P INPUT DROP

sudo iptables -t nat -A POSTROUTING -s 192.168.100.0/24 -d
224.0.0.0/24 -j RETURN

sudo iptables -t nat -A POSTROUTING -s 192.168.100.0/24 -d
255.255.255.255/32 -j RETURN

sudo iptables -t nat -A POSTROUTING -s 192.168.100.0/24 ! -d
192.168.100.0/24 -3 MASQUERADE

2.3.8. YCTaHOBWUTb NAKET iptables-persistent.

sudo apt install -y iptables-persistent

© JlapTex, 2020 r. LoRa Alliance Member
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[lpumedaHne: B Xo[4€ yCTaHOBKU MAKETa OTPEOyeTcs ABaXAbl MO4ATBEPANTL HEOOXOANMOCTH
COXPaHUTb. «Save current IPv4 rules» M «Save current IPv6 rules>.

] Configuring iptables-persistent |

Current iptables rules can be saved to the configuration file /fetc/iptables/rules.v4. These rules will then be loaded
automatically during system startup.

Rules are only saved automatically during package installation. See the manual page of iptables—save(B8) for imstructions on
keeping the rules file up-to-date.

Save current IPv4 rules?

PucyHok 2.11 3anpoc Ha NoATBepXAeHue coxpaHeHue npaswn ans IPv4

2.3.9. [dobaBuTb CepBUC netfilter-persistent B aBTO3anycK 1 nepesanyCcTuTb ero.

sudo systemctl enable netfilter-persistent

sudo systemctl restart netfilter-persistent

2.3.10.CkoHUrypmpoBaTh dnsmasd.

© JlapTex, 2020 r. LoRa Alliance Member
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cat <<EOF | sudo tee /etc/dnsmasqg.conf
user=libvirt-dnsmasqg

bind-interfaces

interface=vbr0

except-interface=1lo
listen-address=127.0.0.1,192.168.100.1
server=1.1.1.1

server=1.0.0.1

dhcp-authoritative
dhcp-hostsfile=/var/lib/libvirt/dnsmasqg/virt.hosts
dhcp-leasefile=/var/lib/libvirt/dnsmasqg/virt.leases
dhcp-lease-max=1000

dhcp-no-override
dhcp-range=192.168.100.100,192.168.100.254
strict-order
addn-hosts=/var/lib/libvirt/dnsmasqg/virt.addnhosts
EOF

sudo touch /var/lib/libvirt/dnsmasqg/virt.addnhosts
sudo touch /var/lib/libvirt/dnsmasqg/virt.hosts

sudo touch /var/lib/libvirt/dnsmasqg/virt.leases

2.3.11.1o6aBuTb MM XocTa hostname B /etc/hosts.

[lpumedarHme: hostname B HallEM C/ly4ae 1t-platform.

sudo nano /etc/hosts

GNU nano 2.9.3 fetc/hosts Modified

PucyHok 2.12 Copepxxumoe darina /etc/hosts nocne peaakTnpoBaHus
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2.3.12.0TKMOUMTb systemd-resolved.

sudo systemctl disable systemd-resolved
sudo systemctl stop systemd-resolved

sudo rm /etc/resolv.conf

2.3.13.Co3patb anin /etc/resolv.conf.

cat <<EOF | sudo tee /etc/resolv.conf
nameserver 127.0.0.1

nameserver 1.1.1.1

nameserver 1.0.0.1

EOF

2.3.14.Tepe3anyCctuTb dnsmasq.

sudo systemctl restart dnsmasqg

2.4. YctaHoButb Ceph

2.4.1. [Jo6aBuTb K04 peno3uTopus Ceph.

wget -g -0- "https://download.ceph.com/keys/release.asc"
sudo apt-key add -

2.4.2. [o6aBuTb peno3nTopun Ceph.

echo "deb https://download.ceph.com/debian-mimic/ $(lsb re-
lease -sc) main" | sudo tee /etc/apt/sources.list.d/ceph.list

2.4.3. YCTaHOBUTb NaKeT ceph-deploy.
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sudo apt update && sudo apt install -y ceph-deploy

2.4.4. Co3paTb AMPEKTOPUIO, B KOTOPOM ByAyT XpaHUTLCS KOHMUMM U KNoumM Ans Ceph.

mkdir $HOME/ceph-cluster && cd S$SHOME/ceph-cluster

2.4.5. YcTtaHOBUTbL Ceph.

ceph-deploy install SHOSTNAME

2.4.6. CosgaTb Knacrep:

ceph-deploy new $HOSTNAME:192.168.100.1

2.4.7. [o6aBuTb M3MEHEHUSI B KOH(UIYpaUMIO Ceph.

echo "public network = 192.168.100.0/24" >> ceph.conf
echo "osd crush chooseleaf type = 0" >> ceph.conf

echo "osd pool default size = 1" >> ceph.conf

2.4.8. YCTaHOBUTb Ceph Monitor.

ceph-deploy mon create-initial

2.4.9. 3anyctutb Knacrep:

ceph-deploy admin $HOSTNAME

2.4.10.YCcTaHOBUTb Ceph Manager.
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ceph-deploy mgr create $HOSTNAME

2.4.11.YcTaHOBUTb Ceph OSD.

ceph-deploy osd create --data /ceph S$SHOSTNAME
ceph-deploy osd create --data /dev/sdc SHOSTNAME
ceph-deploy osd create --data /dev/sdd $HOSTNAME

[lpumedarHne: B Halem ciydae HeoOXOAWMO U3MEHUTH HA3BaHUsS TOMOB B COOTBETCTBUN C
rpon3Be[eHHou Ha stane ycraHosku OC pasmetke (pazgen 2.1). [lpoBeputs Ha3blBaHUs TOMOB
MOXHO KOMargoyi sudo 1vs.

ceph-deploy osd create --data ubuntu-vg/ceph-1v0 S$HOSTNAME
ceph-deploy osd create --data ubuntu-vg/ceph-1vl S$SHOSTNAME
ceph-deploy osd create --data ubuntu-vg/ceph-1v2 S$SHOSTNAME

2.4.12.0TpenakTnpoBaTb /etc/fstab.

llpumeyarne: HeobXoamMMOCTb 3TOro LWara cBs3aHa ¢ Tem, yto OSD toma Ceph nmeroT gopmar
xfs v ripm 3arpy3ske OC BO3HUKAET OLUMOKA PpU MX MOHTUPOBAHMM.

sudo nano /etc/fstab

ﬂpMMeL/aHI/IE.' HEoObX0AMMO 3aKOMMEH TUPOBATh CTPOKN MOHTUPOBAHMS JIOTMHECKUX ANCKOB ceph,
cephl, cephZ.

=5 fetc/fstab

&
1]

PucyHok 2.13 Coaepxxumoe cdaiina /etc/fstab nocne peaakTmpoBaHus

2.4.13.TMeperpy3unTb cepBep 1t-platform.
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sudo shutdown —-r now

2.4.14.TpoBepuTb CTaTyC Ceph Knacrepa.

sudo ceph -s

PucyHok 2.14 Tekywui ctapyc Ceph knacrepa

2.5. MNopkntountb Ceph K Libvirt

2.5.1. Co3patb Nyn ANst XpaHeHUs 06pa3oB BUPTYasibHbIX MaLLVH.

sudo ceph osd pool create libvirt 128 128

sudo ceph osd pool application enable libvirt libvirt

2.5.2. Co3agaTtb ceph-nosb3oBaTens.

sudo ceph auth get-or-create client.libvirt

lpumeyanme: B pesysibtare 6yAeT CO34aH KoY.

[client.libvirt]

key = AQDABr5bG3xgHRAAb+8FhAkgbcVQHG6C1K906g==
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sudo ceph auth caps client.libvirt \
mon 'allow r' \

osd 'allow class-read object prefix rbd children, allow rwx
pool=libvirt'

2.5.3. Co3patb 1ibvirt-ceKkpeT.

LIBVIRT CEPH AUTH KEY=S(sudo ceph auth get-or-create cli-
ent.libvirt | grep -v '""\[' | awk '{print $3}"'")

LIBVIRT CEPH SECRET UUID=$ (uuidgen -r)

cat <<EOF | sudo tee /etc/libvirt/ceph-secret.xml
<secret ephemeral='no' private='no'>
<uuid>${LIBVIRT_CEPH_SECRET_UUID}</uuid>
<usage type='ceph'>
<name>client.libvirt secret</name>
</usage>
</secret>

EOF

sudo virsh secret-define --file /etc/libvirt/ceph-secret.xml

Tpumedarme: B pe3ysibTare 6yAeT CO34aH CEKPET.

Secret 1375363e-0982-491c-8elb-5bdal8710d70 created

sudo virsh secret-set-value "SLIBVIRT CEPH SECRET UUID" "SLIB-
VIRT CEPH AUTH KEY"

2.5.4. Co3pgatb libvirt storage-nyn.
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cat <<EOF | sudo tee /etc/libvirt/ceph-storage-pool.xml
<pool type="rbd">
<name>ceph</name>
<source>
<name>libvirt</name>
<host name='192.168.100.1"' port='6789"'/>
<auth username='libvirt' type='ceph'>
<secret uuid='${LIBVIRT_CEPH_SECRET_UUID}'/>
</auth>
</source>
</pool>

EOF

sudo virsh pool-define /etc/libvirt/ceph-storage-pool.xml
sudo virsh pool-autostart ceph

sudo virsh pool-start ceph

2.6. Cos3paTb BUpTyanbHble MaLUUHbI

2.6.1. Cospgatb haiin OTBETOB preseed.cfg ANS aBTOYCTaHOBKM.
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d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
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<<EOF | sudo tee /var/lib/libvirt/images/preseed.cfqg
debian-installer/language string en
debian-installer/country string US
debian-installer/locale string en US.UTF-8
localechooser/supported-locales multiselect ru RU.UTF-8
console-setup/ask detect boolean false
keyboard-configuration/xkb-keymap select us
netcfg/choose interface select auto

netcfg/get hostname string ubuntu

netcfg/get domain string localdomain

mirror/country string manual

mirror/http/hostname string mirror.yandex.ru
mirror/http/directory string /ubuntu
mirror/http/proxy string

passwd/user-fullname string ops

passwd/username string ops

passwd/user-password password themostlystrongpassphraselol

d-i passwd/user-password-again password themostlystrongpass-
phraselol
d-i passwd/user-default-groups string audio cdrom video sudo

d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i
d-i

user-setup/encrypt-home boolean false
clock-setup/utc boolean true

time/zone string Europe/Moscow
clock-setup/ntp boolean true
partman-auto/disk string /dev/vda
partman-auto/method string lvm
partman-lvm/device remove lvm boolean true
partman-lvm/confirm boolean true
partman-lvm/confirm nooverwrite boolean true
partman-auto-lvm/guided size string max
partman-partitioning/confirm write new label boolean true
partman/choose partition select finish
partman/confirm boolean true

partman/confirm nooverwrite boolean true

pkgsel/upgrade select full-upgrade
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d-i pkgsel/update-policy select unattended-upgrades
tasksel tasksel/first multiselect openssh-server

d-i pkgsel/include string acpid dbus dnsutils haveged htop net-
tools psmisc software-properties-common gemu-guest-agent

d-i grub-installer/only debian boolean true

d-i finish-install/reboot in progress note

d-i debian-installer/exit/poweroff boolean true
tasksel tasksel/skip-tasks string standard

d-i pkgsel/install-language-support boolean false
d-i debian-installer/quiet boolean false

d-i debian-installer/splash boolean false

d-i grub-installer/timeout string 2

EOF

2.6.2. Co3gaTb BUPTYyasibHble MalWWHbl kube-master—-1/2/3.

© JlapTex, 2020 r. LoRa Alliance Member
26


http://www.lar.tech/

,\ |
/\\\ LPWAN.SmartGrid
@ lar.tech

MHCTPYKLMA MO yCTaHOBKeE

for i in 1 2 3; do

sudo virt-install -n kube-master-${i} \
--vcpus 1 \

--ram 2048 \

--disk pool=ceph,size=16,bus=virtio \
--network bridge=vbr0,model=virtio \
--graphics vnc, listen=socket \
--console pty,target type=serial \

—--channel unix,mode=bind, target type=vir-
tio,name=org.gemu.guest agent.0 \

--location https://mirror.yandex.ru/ubuntu/dists/bi-
onic/main/installer-amdo64 \

--os-type=linux \

--os-variant=ubuntul7.10 \

--virt-type kvm \
--initrd-inject=/var/lib/libvirt/images/preseed.cfg \
-—extra-args "file=file:/preseed.cfg" \

--extra-args "locale=en US.UTF-8" \

--extra-args "keyboard-configuration/layoutcode=us" \
--extra-args "console-setup/ask detect=false" \
-—-extra-args "console=ttyS0,115200n8 serial quiet" \
-—connect gemu:///system \

--autostart \

--wait 0 \

-—quiet

done

2.6.3. CosgaTb BUPTyasnbHble MalWHbl kube-node-1/2/3.
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for i in 1 2 3; do

sudo virt-install -n kube-node-${i} \
--vcpus 1 \

-—-ram 6144 \

--disk pool=ceph,size=16,bus=virtio \
--network bridge=vbr0,model=virtio \
--graphics vnc, listen=socket \
--console pty,target type=serial \

—--channel unix,mode=bind, target type=vir-
tio,name=org.gemu.guest agent.0 \

--location https://mirror.yandex.ru/ubuntu/dists/bi-
onic/main/installer-amdo64 \

--os-type=linux \

--os-variant=ubuntul7.10 \

--virt-type kvm \
--initrd-inject=/var/lib/libvirt/images/preseed.cfg \
-—extra-args "file=file:/preseed.cfg" \

--extra-args "locale=en US.UTF-8" \

--extra-args "keyboard-configuration/layoutcode=us" \
--extra-args "console-setup/ask detect=false" \
-—-extra-args "console=ttyS0,115200n8 serial quiet" \
-—connect gemu:///system \

--autostart \

--wait 0 \

-—quiet

done

ﬂpMMeLlaHl/l(:".' 34 HE/NOCTAaTKOM [MaMsatv Ha MallmHe 1t-— pl atform ; VISMEHWJ/T CTPOKY —-ram
6144 Ha@ ——ram 2048.

2.6.4. MNpoBepUTb COCTOSIHME BUPTYasIbHbIX MaLLVH.

sudo virsh list --all

© JlapTex, 2020 r. LoRa Alliance Member
28


http://www.lar.tech/

= .
@ |Or.teCh LPWAN.SmartGrid

MHCTPYKLUMA NO yCTaHOBKEe

PucyHok 2.15 CocTosiHue BUPTYasbHbIX MaLIMH MOCE YCNELWHOM YCTaHOBKU

llpumedarmne. co3gaHmne BupTyasbHbix MalmH (ycraHoska OC) 3aHnmaer ot 20 [4o 60 muHyT. 1o
OKOHYaHMIO ycTaHoBkn OC, BUPTYA/IbHLIE MAalLUMHbI OyAYyT aBTOMaTUYECKN [NEPEBEAEHbLI B
cocrosiHm "shut off". Ecm BM Haxogsarcsa B COCTOSHuM running, 1o wim ewe crasutcs OC
WJIN YTO-TO I10LLU/IO HE TaK. MOXXHO rToHa6/104aTe YHEPE3 MOHUTOP, YTO MPOUCXOANUT HA BUPTYASIKE
(Hanpumep, rpoyecc ycraHoskn OC Ha BM): sudo virsh console MMS BUPTYAJIKH.

PucyHok 2.16 OtobpaxkeHue npouecca yctaHoBku OC Ha BM yepe3 MoHUTOP

2.6.5. lNpep-HacTpouTb BCe BMPTYyasibHblE MALUMHBI.

for vm in S$(sudo virsh list --state-shutoff --name); do
sudo virt-customize -d ${vm} \
--no-network \
--hostname ${vm} \
--timezone "Europe/Moscow" \
--ssh-inject ops:file:SHOME/.ssh/id rsa.pub \
--write "/etc/sudoers.d/ops:ops ALL=(ALL) NOPASSWD: ALL"

done

2.6.6. 3anyctutb BCe BM:
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for vm in S$(sudo virsh list --state-shutoff --name); do
sudo virsh start ${vm};

done

YctaHoButb Kubespray

2.7.1. YcTtaHoBUTb HE06XoauMble NAKETbI.

sudo apt install -y git python-pip sshpass

2.7.2. 3arpysuTb peno3nTopui kubespray.

git clone https://github.com/kubernetes-incubator/ku-
bespray.git $HOME/kubespray

cd SHOME/kubespray

git checkout -b mycluster

2.7.3. YCTaHOBUTb 3aBUCUMOCTM.

pip install -r requirements.txt && source ~/.profile

2.7.4. CronupoBaTb 0bpasel inventory-danna.

cp -rfp inventory/sample inventory/mycluster

2.7.5. CreHepvpoBaTb pain hosts.ini.
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echo "[all]" > inventory/mycluster/hosts.ini

for i in 1 2 3; do

echo "kube-master-${i} ansible_host=$(dig +short kube-master-
${i})" >> inventory/mycluster/hosts.ini

done

for 1 in 1 2 3; do
echo '"kube-node-${i} ansible host=$(dig +short kube-node-

${i})" >> inventory/mycluster/hosts.ini
done
cat <<EOF | tee -a inventory/mycluster/hosts.ini

[kube-master]
kube-master-1
kube-master-2

kube-master-3

[ kube-node]
kube-node-1
kube-node-2
kube-node-3

[etcd]
kube-master-1
kube-master-2

kube-master-3

[k8s—-cluster:children]
kube-node
kube-master

EOF
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2.7.6. OTpepakTnpoBaTb ann
inventory/mycluster/group vars/all/all.yml.

nano inventory/mycluster/group vars/all/all.yml

Heobxoammo npornmcate CIEYroLUNE CTPOKM.

bootstrap os: ubuntu

kubelet load modules: true

2.7.7. OTpepakTnpoBsaTb ann
inventory/mycluster/group vars/all/docker.yml:

nano inventory/mycluster/group vars/all/docker.yml

Heobxogmmo nporncate CIEYroLUNE CTPOKM.

docker storage options: -s overlay2

2.7.8. OTpepakTnpoBsaTtb dann inventory/mycluster/group vars/k8s-
cluster/k8s-cluster.yml:

nano inventory/mycluster/group vars/k8s-cluster/k8s-clus-—
ter.yml

Heobxogmmo npormcate CIEyroLUNE CTPOKM.

kube api anonymous_auth: false
kube oidc auth: false

kube basic auth: false

kube network plugin: flannel
dns mode: coredns

kubeconfig localhost: true
kubectl localhost: true

supplementary addresses in ssl keys: [192.168.1.93]
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[pumeyanne: [BHEIIHM) IP-AIPEC CEPBEPA] B HACTOSLYMI MOMEHT 192.168.1.93.

2.7.9. OTpepakTnpoBaTtb ann inventory/mycluster/group vars/k8s-
cluster/k8s-net-flannel.yml.

nano inventory/mycluster/group vars/k8s-cluster/k8s-net-flan-
nel.yml

Heobxoanmo rporncate CIELYIOMNE CTPOKM.

flannel backend type: "host-gw"
flannel interface regexp: '192\\.168\\.100\\.\\d{1,3}"

2.7.10.0TpenakTnpoBaTtb dann inventory/mycluster/group vars/k8s-
cluster/addons.yml.

nano inventory/mycluster/group vars/k8s-cluster/addons.yml

Heobxoanmo rporncate CIELYIOMNE CTPOKM.

helm enabled: true
ingress nginx enabled: true
ingress nginx host network: true
ingress nginx configmap:
server-tokens: "False"
worker-shutdown-timeout: "180"

cert manager enabled: true

2.7.11.3anycTnTb YCTAHOBKY KnacTepa:

ansible-playbook -1 inventory/mycluster/hosts.ini cluster.yml
-b

TlpumedaHme: yCTaHOBKa K/IacTepa MOXET 3aHAaTh oT 20 [0 60 MuHyT. Hafo A0XAAaTbCSH, Korha
MPOLECC YCTaHOBKU 3aBEPLINTCS (TTOSIBUTCS MO4CKA3Ka B KOMAHAHOM CTPOKE).
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PucyHok 2.17 lMNpouecc ycTaHOBKM KnacTepa 3aBepLumnncs

2.7.12.CkonunpoBaTtb kubeconfig B AOMALUHION AMPEKTOPUIO.

mkdir -p S$SHOME/.kube && cp inventory/mycluster/artifacts/ad-
min.conf S$SHOME/.kube/config

2.7.13.CkonunpoBaTtb kubectl.

sudo cp inventory/mycluster/artifacts/kubectl /usr/local/bin/

2.7.14.TpoBepuTb COCTOSIHME Kubernetes KacTepa.

kubectl get nodes

PucyHok 2.18 Tekyulee coctosiHne Kubernetes knacrepa
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2.7.15.Co3gaTb rbd-nyn gns Knacrepa.

sudo ceph osd pool create kubernetes 128 128

sudo ceph osd pool application enable kubernetes kubernetes

2.7.16.Co3aaTb ceph-noJib3oBaTens.

sudo ceph auth get-or-create client.kubernetes \
mon 'allow r, allow command "osd blacklist"' \

osd 'allow rwx pool=kubernetes'

ﬂp///Meqa/-/Me.' B pe3yJibTare 6y,aer CO3/4aH KJIro4Y.!
[client.kubernetes]

key = AQDpHL9bDs+eAxAAj7eChadpmyYYwHCakKlKBw==

2.7.17.Co3paTb kubernetes-CeKpeTbl 4N AOCTYNa K Nyny.

cat <<EOF | kubectl create -f -
kind: Secret
apiVersion: vl
metadata:
name: ceph-admin
namespace: kube-system
type: kubernetes.io/rbd
data:
key: "S$(sudo ceph auth get-key client.admin | base64)"
EQOF

llpumedarne. nepeq name, namespace, key JO/DKHbI ObITb MPOOE/bI (XOTS bbl O4MH), MHAYE
byger owmnbka:
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cat <<EOF | kubectl create -f -
kind: Secret
apiVersion: vl
metadata:
name: ceph-kubernetes
namespace: kube-system
type: kubernetes.io/rbd
data:
key: "$(sudo ceph auth get-key client.kubernetes | base64)"
EOF

2.7.18.Co3pgaTtb StorageClass.

cat <<EOF | kubectl create -f -
kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:
name: ceph
provisioner: kubernetes.io/rbd
parameters:
monitors: 192.168.100.1:6789
adminId: admin
adminSecretName: ceph-admin
adminSecretNamespace: kube-system
pool: kubernetes
userId: kubernetes
userSecretName: ceph-kubernetes
userSecretNamespace: kube-system
imageFormat: "2"
imageFeatures: layering

EOF

2.8. HacTpoutb 6anaHCUpOBLUMK ANA BHELWIHEro goctyna
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2.8.1. YCTaHOBUTb nginx M3 0MUMANBHOIO peno3nTopus.

wget -g -O- "http://nginx.org/keys/nginx signing.key" | sudo
apt-key add -

echo "deb http://nginx.org/packages/ubuntu/ $(lsb_release -sc)
nginx" | sudo tee /etc/apt/sources.list.d/nginx.list

sudo apt update && sudo apt install -y nginx

2.8.2. Co3gatb KOH(UrypauUnOHHbIM dain.
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cat <<EOF | sudo tee /etc/nginx/nginx.conf

error log stderr notice;

worker processes auto;
events {

multi accept on;

use epoll;

worker connections 1024;

}

stream ({

upstream kube apiserver ({
least conn;
server $(dig @192.168.100.1 -t A +short kube-master-1) :6443;
server $(dig @192.168.100.1 -t A +short kube-master-2) :6443;
server $(dig @192.168.100.1 -t A +short kube-master-3) :6443;

upstream ingress http {
least conn;
server $(dig @192.168.100.1 -t A +short kube-node-1) :80;
server $(dig @192.168.100.1 -t A +short kube-node-2) :80;
server $(dig @192.168.100.1 -t A +short kube-node-3) :80;

upstream ingress https {
least conn;
server $(dig @192.168.100.1 -t A +short kube-node-1) :443;
server $(dig @192.168.100.1 -t A +short kube-node-2) :443;
server $(dig @192.168.100.1 -t A +short kube-node-3) :443;

server {

listen 06443;
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proxy pass kube apiserver;
proxy timeout 10m;

proxy connect timeout 1s;

}

server {

listen 80;

proxy pass ingress_http;
proxy timeout 10m;

proxy connect timeout 1s;

server {

listen 443;

proxy pass ingress https;
proxy timeout 10m;

proxy connect timeout 1s;

EOF

2.8.3. [lepe3anyCctuTb nginx.
sudo systemctl restart nginx

2.9. YcTaHOBMTb Ha Knacrtep AOMNOSIHEeHUs

2.9.1. ns poctyna K cnyx6e dashboard C NpaBaMu agMUHUCTPaTOpa Co3AaThb (ann
dashboard-admin.yaml.

nano inventory/mycluster/group vars/k8s-cluster/dashboard-ad-
min.yaml

BcTtaBuTb B (haiin cneaytowme CTpoKu:
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apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding

metadata:
name: kubernetes-dashboard
labels:
k8s-app: kubernetes-dashboard
roleRef:

apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole
name: cluster-admin

subjects:

- kind: ServiceAccount
name: kubernetes-dashboard
namespace: kube-system

PucyHok 2.19 Coaepxummoe anna dashboard-admin.yaml nocne peaaktMpoBaHus

2.9.2. MpUMeHNTb NpaBa aAMMHUCTPATOPa K YYETHOM 3anucu Cnyxbbl dashboard U3
aina dashboard-admin.yaml.

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/dashboard-admin.yaml

2.9.3. PaspewmTb NOpT ANng proxy-CepBeEP kubernetes.

sudo iptables -t filter -A INPUT -p TCP --dport 8001 -3 ACCEPT

2.9.4. 3anyctutb proxy-cepBep kubernetes B (POHOBOM peXuMme.

nohup kubectl proxy --address="192.168.1.93" -p 8001 --accept-
hosts="'""*S' &
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llpumedaHne: B HalEM CIyYae agpec CEpBEPE, Ha KOTOPOM pPa3BEPHYyTa M1aThopMa:
192.168.1.93 1 nopt: 8001.

PucyHok 2.20 CoobuieHure o 3anycke proxy-cepsepa Kubernetes

2.9.5. MNpoBepuTb HanMuMe AOCTYNa K NaHenu ynpaereHns kubernetes.

[lpumedanme: B Halem CayYyae HeobXoauMo B MHTEPHET-6pay3epe Habpats cregyroumi URL.
http://192.168.1.93:8001/api/vl/namespaces/kube-

system/services/https:kubernetes-dashboard: /proxy/.

e ] http://192.168.1.93:8001/api/v1/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/2//login -~ 0 = & || @ Sign in - Kubemetes Dashb...

Kubernetes Dashboard

@ Kubeceonfig
Please select the kubeconfig file that you have created to configure access

1o the cluster. To find out more about how to configure and use kubeconfig
file, please refer to the Configure Access to Multiple Clusters section.

O Token

Every Service Account has a Secret with valid Bearer Token that can be
used to log in to Dashboard. To find out mare about how to configure and
use Bearer Tokens, please refer to the Authentication section

PucyHok 2.21 MaHenb ynpasneHusa Kubernetes (Bbibop Tvna asTopusauunmn)

2.9.6. YCTaHOBUTbL YTUNUTY kops AN YNpaBleHus kubernetes.

sudo snap install kops

2.9.7. YCTaHOBUTb MAKETHbIN MeHemkep helm.
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sudo snap install helm --classic

2.9.8. YCTaHOBWTb [OMOSIHEHME AN MNPUEMA XXYPHANOB pPErucTpaumMm CUCTEMHOM
MHdopMauun Elasticsearch (PucyHok 2.19).

kubectl <create -f  Thttps://raw.githubusercontent.com/kuber-
netes/kops/master/addons/logging-elasticsearch/v1.5.0.yaml

2.9.9. YcTtaHOBUTb AOMONHEeHWe Ans 6a30BOro0 MOHWUTOPWMHIa Kacrepa U MHTerpaumm
METPUK B MHCTPYMEHTasbHYIO NaHenb Kubernetes (PucyHok 2.19).

kubectl <create -f  Thttps://raw.githubusercontent.com/kuber-
netes/kops/master/addons/monitoring-standalone/v1.6.0.yaml

2.9.10.YcTaHOBUTb Tngress KOHTponnep Ans NGINX (PucyHok 2.19).

kubectl <create -f  Thttps://raw.githubusercontent.com/kuber-
netes/kops/master/addons/ingress-nginx/v1.6.0.yaml

2.9.11.0T106pa3unTb (NokasaTb) yCTaHOB/EHHbIE HA KnacTepe cepBuckl (PucyHok 2.20):

kubectl -n kube-system get pods
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PuUcyHoK 2.22 YcTaHOBNEHHbIE Ha KiacTepe CepBUChHI

2.9.12.YcTtaHoBUTb Tiller B Kubernetes knacrepe (PMcyHok 2.21).

helm init --upgrade

lpumeyanme: ¢ ycraHoBkov Tiller GyAyT CO34aHbl BCE HEOOXOAUMBIE KOHPUIY DAL,

2.9.13.TpoBepuTb KOPPEKTHOCTb YCTAHOBKU Tiller.

helm list

PrcyHok 2.23 Pe3ynbTaT NpOBEPKN KOPPEKTHOCTU ycTaHoBkM Tiller

lpumedarmne. ec/in otobpaxaercs Error: could not find a ready tiller pod, 3Ha4YUT
tiller pod CO344€TCH, H6'05X0,ﬂMMO r1040>k4aTh U CHOBA BbIMNO/IHUTb KOMaH4y helm 1ist.
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3. YctaHoBka LPWAN.DLMS

3.1. YcTaHOBUTbL 6a30Bble KOMMNOHEHTbI

3.1.1. YCTaHOBUTb PostgresPro.

3.1.1.1. Co3patb postgres-configmap.yaml:

nano inventory/mycluster/group vars/k8s-cluster/postgres-con-
figmap.yaml

BctaBuTb B (haln cneayrowme CTpoku:

apiVersion: vl

kind: ConfigMap

metadata:
name: postgres-config
labels:
app: postgres

data:
POSTGRES DB: postgresdb
POSTGRES USER: postgresadmin
POSTGRES PASSWORD: adminlZ23

op

GNU nano 2.5.3 inventory/mycluster/group vars/k8s-cluster/postgres-configmap.yaml

PucyHok 2.1 Copepxumoe daiina postgres-configmap.yaml nocne pegaktmpoBaHus

3.1.1.2. Co3patb ConfigMap:

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/postgres-configmap.yaml

3.1.1.3. Co3patb postgres-storage.yaml:
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nano inventory/mycluster/group vars/k8s-cluster/postgres-

storage.yaml

BcTaBuTb B (haiin cneaytolme CTpoKu:

kind: PersistentVolume
apiVersion: vl
metadata:
name: postgres-pv-volume
labels:
type: local
app: postgres
spec:
storageClassName: ceph
capacity:
storage: 5Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/mnt/data’
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: postgres-pv-claim
labels:
app: postgres
spec:
storageClassName: ceph
accessModes:
- ReadWriteMany
resources:
requests:
storage: 5Gi
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oF
GNU nano 2.9.3 inventory/mycluster/group vars/k8s-cluster/postgres

i:

PucyHok 2.2 Copepxumoe daiina postgres-storage.yaml nocne peaaktmpoBaHus

3.1.1.4. Co3patb PersistentVolume:

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/postgres-storage.yaml

3.1.1.5. Co3paTtb postgres—-deployment.yaml:

nano 1inventory/mycluster/group vars/k8s-cluster/postgres-de-
ployment.yaml

BctaBuTb B (haiin cneaytowme CTpoKM:

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: postgres
spec:
replicas: 1
template:
metadata:
labels:
app: postgres
spec:
containers:
- name: postgres
image: postgres:10.4
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imagePullPolicy: "IfNotPresent"

ports:
- containerPort: 5432
envFrom:
- configMapRef:
name: postgres-config
volumeMounts:

- mountPath: /var/lib/postgrespro/data
name: postgredb
volumes:
- name: postgredb
persistentVolumeClaim:
claimName: postgres-pv-claim

PucyHok 2.3 Conepxumoe daina postgres-deployment.yaml nocne peaaktupoBaHus

3.1.1.6. Co3paTb Deployment:

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/postgres—-deployment.yaml

3.1.1.7. Co3paTtb postgres—-service.yaml:

nano inventory/mycluster/group vars/k8s-cluster/postgres-ser-
vice.yaml

BcTaBuTb B hann cneaytowime CTpoku:
apiVersion: vl
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kind: Service
metadata:
name: postgres
labels:
app: postgres
spec:
type: NodePort
ports:
- port: 5432
selector:
app: postgres

PucyHok 2.4 Coapepxumoe daiina postgres-service.yaml nocne peaakTmpoBaHus

3.1.1.8. Co3paTtb Service:

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/postgres-service.yaml

3.1.1.9. Y6eanTbcs, UTO CEPBUC postgres CO3AaH:

kubectl get services

PucyHok 2.5 Pe3ynbTaT npoBepku Hanuumns cepsuca PostgresPro

3.1.1.10.  YcTaHOBUTb postgres K/MEHTA:

sudo apt-get install postgrespro-client
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PucyHok 2.6 Pe3ynbTaT yCTaHOBKM KnMeHTa Postgres Pro

3.1.1.11.  TocMOTpeTb MMS YCTAaHOB/IEHHOIO KOHTENHEpPa postgres:

kubectl get pods --output=wide

PucyHok 2.7 MpocMoTp CBEAEHWI O 3aMnyLLEHHOM KOHTelHepe Postgres Pro

lpumedarHme: B HaLLEM CTy4ae MMs KOHTEMHEPA postgres—76555b65bb-gntz 7.

3.1.1.12. MNpobpocnTb NOPT ANS AOCTYNa K KOHTENHEPY postgres:

kubectl port-forward postgres-76555b65bb-gntz7 5432:5432 &

PucyHok 2.8 CooblueHre 06 ycrneluHow nepeaapecaumm 3anpocoB Ha nopt Postgres Pro
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3.1.1.13. [NpoBepuTb AOCTYMN K postgrespro:
psgl -h localhost -p 5432 -U postgresadmin -d postgresdb

/7IDI/IM6"-IaHl/Ie.' B Halem ciydae uMA 6a3b/  faHHbIX postgresdb MW UMSA [10/Ib30BaTeE/IA

postgresadmin.

PucyHok 2.9 Pe3ynbTaT NpoBepKky A0CTYNa KnneHTa K Postgres Pro

lpumeyvarHme: 419 PoOBEPKM  pPabOTOCIIOCOOHOCT  postgres  BbIO/IHSEM  3arpoc
ycraHoB/ieHHo Bepam CYB/ select version() ;.

3.1.2. YcTaHOBUTb Redis.

3.1.2.1. Co3patb redis-configmap.yaml:

nano inventory/mycluster/group vars/k8s-cluster/redis-config-
map.yaml

BcTtaBuTb B (haiin cneaytolme CTpoKu:

apiVersion: vl
data:
redis-config: |
maxmemory 2mb
maxmemory-policy allkeys-lru
kind: ConfigMap
metadata:
creationTimestamp: 2016-03-30T18:14:41Z
name: example-redis-config
namespace: default
resourceVersion: "24686"
selfLink: /api/vl/namespaces/default/configmaps/example-redis—-config
uid: 460a’lbée-f6a3-11e5-8ae5-42010af00002
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GHU nano 2.5.3

PucyHok 2.10 Copepxxumoe ¢arina redis-configmap.yaml nocne peaaktmpoBaHust

3.1.2.2. Co3paTtb redis-configmap:

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/redis-configmap.yaml

3.1.2.3. Co3patb redis-storage.yaml:

nano inventory/mycluster/group vars/k8s-cluster/redis-stor-
age.yaml

kind: PersistentVolume
apiVersion: vl
metadata:
name: redis-pv-volume
labels:
type: local
app: redis
spec:
storageClassName: ceph
capacity:
storage: 5Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/mnt/data"
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: redis-pv-claim
labels:
app: redis
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spec:
storageClassName: ceph
accessModes:
- ReadWriteMany
resources:
requests:
storage: 5Gi

GNU nano 2.5.3 inventory/mycluster/group vars/k8s-cluster/redis-storage.yaml

PucyHok 2.11 Cogepxumoe daina redis-configmap.yaml nocne pegaktupoBaHus

3.1.2.4. Co3paTtb redis-storage:

kubectl <create -f inventory/mycluster/group vars/k8s-clus-
ter/redis-storage.yaml

3.1.2.5. Co3patb redis-pod.yaml:

nano inventory/mycluster/group vars/k8s-cluster/redis-
pod.yaml

BctaBuTb B (haiin cneaytowme CTpoKM:

apiVersion: vl

kind: Pod

metadata:
name: redis
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spec:
containers:
- name: redis
image: kubernetes/redis:vl
env:
- name: MASTER
value: "true"
ports:
- containerPort: 6379
resources:
limits:
cpu: "0.1"
volumeMounts:
- mountPath: /redis-master-data
name: data
- mountPath: /redis-master
name: config
volumes :
- name: data
emptyDir: {}
- name: config
configMap:
name: example-redis-config
items:
- key: redis-config
path: redis.conf

nventory/mycluster/group wvars/k8s uster/redis-pod.yaml

PucyHok 2.12 Cogepxxummoe danna redis-pod.yaml nocne peaakTupoBaHusi

3.1.2.6. Co3paTtb redis-pod:
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kubectl <create -f inventory/mycluster/group vars/k8s-clus-
ter/redis-pod.yaml

[pumedarme: Hago NofoXAaTk OKa 3aryCcTuTcd pod redis, MPOBEPSEM kubectl get pods

—--output=wide.

PucyHok 2.13 Pe3ynbTaT yCNewwHoro 3anycka KoHTeHepa Redis

3.1.2.7. [ns npoBepkn paboTocnocobHOCTN 3anyCTUTb KIMEHTA Redis:

kubectl exec -it redis redis-cli

PucyHok 2.14 Pe3ynbTaT NpoBepkn AOCTYNa KneHTa K Redis

ﬂpMMeanMe.' r10C/1€ 3arilycka KIMMEHTa redis BbIMOJIHAEM C/IEAYIOLYNE 3arlpOoChl. CONFIG GET
maxmemory U CONFIG GET maxmemory-policy.

3.1.3. YcTtaHoBUTb Kafka.

3.1.3.1. Cospatb @ain Cc uWMeHeM kafka-namespace.yml W [A06aBUTb
cneaytoulee coaepXxXumMoe:

nano inventory/mycluster/group vars/k8s-cluster/kafka-
namespace.yml

BcTtaBuTb B (haiin cneaytowme CTpoKu:
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apiVersion: vl
kind: Namespace
metadata:

name: kafka-project

Modified

PucyHok 2.15 Copepxxmumoe cavina kafka-namespace.yml nocne peaaktMpoBaHus

3.1.3.2. Co3paTtb NPOCTPaHCTBO MMEH ANSl YCTAHOBKN Kafka:

kubectl <create -f inventory/mycluster/group vars/k8s-clus-
ter/kafka-namespace.yml

3.1.3.3. Co3paTtb ain C UMEHEM zookeeper.yml U A0BaBbTE 3TO COAEPXKMMOE:

nano inventory/mycluster/group vars/k8s-cluster/zookeeper.yml

BcTaBuTb B (haln cneayrowme cTpoku:

kind: Deployment
apiVersion: extensions/vibetal
metadata:
name: zookeeper-deployment-1
namespace: kafka-project
spec:
template:
metadata:
labels:
app: zookeeper-1I1
spec:
containers:
- name: zool
image: digitalwonderland/zookeeper
ports:
- containerPort: 2181
env:
- name: Z400KEEPER ID
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value: "1"
- name: ZOOKEEPER SERVER 1
value: zool
apiVersion: vl
kind: Service
metadata:
name: zool
namespace: kafka-project

labels:
app: zookeeper-1
spec:
ports:
- name: client
port: 2181

protocol: TCFE

- name: follower
port: 2888
protocol: TCFE

- name: leader
port: 3888
protocol: TCF

selector:
app: zookeeper-1

entory/mycluster/group vars/k8s-cluster/zookeeper.yml

PucyHok 2.16 Coagepxxumoe daina zookeeper.yml nocne peaakTMpoBaHUs
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3.1.3.4. YCTaHOBUTb zookeeper:

kubectl create -f inventory/mycluster/group vars/k8s-clus-

ter/zookeeper.yml

3.1.3.5. lMpoBepuTb pe3ysnbTaT YCTAHOBKU zookeeper:
kubectl get deployments —--namespace kafka-project

kubectl get svc --namespace kafka-project

PucyHok 2.17 Pe3ynbTaT yCnelwHon ycTaHoBku Zookeeper

lpumedarme: B HalleM C1y4ae ums KOHTeHepa Zookeeper zool.

3.1.3.6. Co3gatb aiin C MMeHeM kafka-service.yml W pAobaBbTe 3TO

COAEPXNMOE:

nano inventory/mycluster/group vars/k8s-cluster/kafka-ser-

vice.yml

BcTtaBuTb B (haiin cneaytolme CTpoKu:

apiVersion: vl

kind: Service

metadata:
name: kafka-service
namespace: kafka-project

labels:
name: kafka
spec:
ports:
- port: 9092
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name: kafka-port
protocol: TCF

selector:
app: kafka
id: "o"

type: LoadBalancer

service.yml

PucyHok 2.18 Coagepxxumoe daina kafka-service.yml nocne peaaktnpoBaHums

3.1.3.7. YCTaHOBUTb kafka-service:

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/kafka-service.yml

3.1.3.8. MpoBepuTb pe3ynbTaT YCTAaHOBKU kafka-service:

kubectl get svc --namespace kafka-project

PucyHok 2.19 Pe3synbTat ycnewHol yctaHoBKK cepBuca Kafka

3.1.3.9. Cospatb ¢avin C uMeHeM kafka-broker.yml W pAobaBbTe 3TO
CcoAep>KMMOe:
nano inventory/mycluster/group vars/k8s-cluster/kafka-bro-
ker.yml
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kind: Deployment
apiVersion: extensions/vibetal
metadata:
name: kafka-broker(
namespace: kafka-project
spec:
template:
metadata:
labels:
app: kafka
id: "o"
spec:
containers:
- name: kafka
image: wurstmeister/kafka
ports:
- containerPort: 9092
env:
- name: KAFKA ADVERTISED PORT
value: "9092"
- name: KAFKA ADVERTISED HOST NAME
value: 127.0.0.1
- name: KAFKA ZOOKEEPER CONNECT
value: zool:2181
- name: KAFKA BROKER ID
value: "0"
- name: KAFKA CREATE TOPICS
value: admintome-test:1:1

yml
s-cluster/kafka-broker.yml

PucyHok 2.20 Coaepxumoe danna kafka-broker.yml nocne pegaktmpoBaHnms

© Naptex, 2020 r. LoRa Alliance Member
59


http://www.lar.tech/

= .
@\ |Or.teCh LPWAN.SmartGrid

MHCTPYKLUMA NO yCTaHOBKEe

3.1.3.10. Co3paTtb kafka-broker:

kubectl <create -f inventory/mycluster/group vars/k8s-clus-
ter/kafka-broker.yml

3.1.3.11. [NpoBepuTb pe3ynbTaT YCTAHOBKM kafka-broker:
kubectl get deployments --namespace kafka-project

kubectl get pods --namespace kafka-project

PucyHok 2.21 Pe3ynbTaT ycnelwHon yctaHoBku 6pokepa Kafka

ﬂpMMeqa/-////e.' Ha JIeqyroLemMm Lare Ham norpeéyerc,q HanMeHoBaHme pod , COOTBETCTBY)rOLENO
kafka-broker. kafka-broker0-5566b4dcfd5-9f4xt.

3.1.3.12. TpobpocnTb NOpT ANa kafka-broker:

kubectl port-forward kafka-broker0-5566b4cfd5-9f4xt ==
namespace kafka-project 9092 &

3.1.3.13. TpoBepuTb paboTy kafka:

OTtnpaButb cooblleHre "Am I receiving this message?" B TEMY «admintome-testx»:

echo "Am I receiving this message?" | kafkacat -P -Db
127.0.0.1:9092 -t admintome-test
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CuuTtatb cooblueHue "Am I receiving this message?" U3 TEMbl «admintome-test» U
3anucaTtb coobleHne «"Hello World! Hello IgorKaSan!"»:

kafkacat -C -b 127.0.0.1:9092 -t admintome-test

CuunTaTb BCe C006Ll.leHVI$| N3 TeMbl «admintome—-test»:

PucyHok 2.22 Pe3ynbTaT npoBepku pabotocnocobHocTn Kafka

lpumedarme: eciim Bo Bpems C/IEAYIOLLEN CECCum, Py rOMbITKE 06PaTUTLC K TEME Kafka, Bbl
ro/iyauTe oWwnbKy: «All broker connections are down: 1/1 brokers are down
terminating», TO yga/mre (Nepe3arycrute) KOHTEMHEDP Zookeeper.! kubectl delete
pod zookeeper-deployment-1-6d858cbdfd-p71lvk —--namespace kafka-project 4,
1Py HEOOXOAMMOCTH, MOBTOPHO rMpobpocnTs rnopt 9092 4715 6pokepa kubectl port-forward
kafka-broker0-5566b4dcfd5-85s86 --namespace kafka-project 9092 &. MHe
10MOorJio...

3.2. YcTtaHoBuUTb KOMNOoHeHTbl LPWAN.DLMS

3.2.1. Coszgatb ann ¢ umeHeM Ipwan_dims.yml n gobaBuTb cneaytollee coaepXxnumMoe:

nano inventory/mycluster/group vars/k8s-clus-
ter/lpwan dlms.yml

BcTaBuTb B (haln cneayrowme CTpoku:

apiVersion: vl
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kind: Namespace
metadata:
name: lpwan dlms

PucyHok 2.23 Copepxxumoe darina lpwan_dims.yml nocne peaaktmpoBaHust

3.2.2. Co3paTtb NPOCTPAHCTBO UMEH ANS YCTAHOBKM lpwan dlms.

kubectl create -f inventory/mycluster/group vars/k8s-clus-
ter/lpwan dlms.yml

3.2.3. TpoBepuTb YCMELIHOCTb CO3AaHNs MPOCTPAHCTBa UMeH 1pwan dlms.

kubectl get namespaces

B cnuncke oTobpaxkaeMbIx UMEH AO/MKHO NpUcyTCTBOBaThL “Ipwan_dims”

3.2.4. YCT@HOBUTb KOMMOHEHT metering-discovery.

helm install --set service.jolokia.nodePort=30110,node.in-
stancegroup=nodes --name metering-discovery --devel --debug
sp-releases/metering-discovery --version latest --namespace
sophrosyne

3.2.5. YCTaHOBWUTb KOMMOHEHT metering—dlms—-assistant.

helm install ——set service.metering-system-router.node-
Port=30170 --name metering—dlms-assistant --devel --debug sp-
releases/ metering—dlms-assistant --version latest --namespace
sophrosyne

3.2.6. YCTaHOBWUTb KOMMOHEHT metering-mbus-service.
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helm install -set node.instancegroup=nodes --name metering-
mbus-service --devel --debug sp-releases/metering-mbus-service
--version latest --namespace sophrosyne

3.2.7. YCTaHOBWUTb KOMMOHEHT metering-network-gateway.

helm install -—-set service.metering-system-router.node-
Port=30170 --name metering-network-gateway --devel --debug sp-
releases/metering-network—-gateway —--version latest —--namespace
sophrosyne

3.2.8. YCTaHOBWUTb KOMMOHEHT metering-processing.

helm install -—-set service.metering-system-router.node-
Port=30170 --name metering-processing --devel --debug sp-re-
leases/metering-processing --version latest -—-namespace
sophrosyne

3.2.9. YCTaHOBUTb KOMMOHEHT metering-public-api.

helm install -—-set service.metering-system-router.node-
Port=30170 --name metering-public-api --devel --debug sp-re-
leases/metering-public-api --version latest -—-namespace
sophrosyne

3.2.10.YCTaHOBUTb KOMMNOHEHT metering-registry.

helm install -—-set service.metering-system-router.node-
Port=30170--name metering-registry --devel --debug sp-re-
leases/metering-registry —--version latest --namespace sophros-
yne

3.2.11.YCTaHOBUTb KOMMOHEHT metering-system—-router.

© JlapTex, 2020 r. LoRa Alliance Member
63


http://www.lar.tech/

/\ .
@\ lar.tech LPWAN.SmartGrid

3.3.

MHCTPYKLMA MO yCTaHOBKeE

helm install -—-set service.metering-system-router.node-
Port=30170 --name metering-system-router --devel --debug sp-
releases/metering-system-router --version latest --namespace
sophrosyne

3.2.12.YCTaHOBUTb KOMMOHEHT metering-timeseries.

helm install -—-set service.metering-system-router.node-
Port=30170 --name metering-timeseries-adpt-core --devel --de-
bug sp-releases/metering-timeseries-adpt-core —--version latest
--namespace sophrosyne

YcTtaHOBUTb KOMMNOHEHTbLI MOHUTOpUHra LPWAN.DLMS

3.3.1. Co3paTtb NpoCTpaHCTBO MMeH kube-monitoring.
kubectl create namespace kube-monitoring

3.3.2. YCTaHOBWUTb KOMMOHEHT prometheus.
helm install stable/prometheus --debug --namespace kube-moni-
toring

3.3.3. YcTaHOBWUTb KOMMOHEHT grafana.
helm install stable/grafana --debug --namespace kube-monitor-
ing

3.3.4. TpoBepuTb yCnewHoCTb YCTaHOBKKN prometheus u grafana.
kubectl get pods --namespace kube-monitoring
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PucyHok 2.24 YcTaHOBNEHHbIE KOMMOHEHTHI MOHUTOPUHIA

3.3.5. 3anpocutb cekpeTHoe C/l0BO (Naponb).

kubectl get secret --namespace kube-monitoring foiled-um-
brellabird-grafana -0 jsonpath="{.data.grafana-admin-pass-
word!}!" | base6d4d —--decode ; echo

espace kube-monitoring foiled-umbrellabird-grafana -o jsonpath="{.data.gr

PucyHok 2.25 CeKkpeTHOe C/I0BO AN BXOAa B NaHeNb MOHMTOpUHIa grafana

lpumeyarme: CekpeTHoe C10BO roTpebyeTcs A1 BXOAa B TaHEIb MOHUTOPHUHIG grafana.
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